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whoami

• Hanne Nordrehaug

• IS auditor at National Audit Office of 
Norway for 12 years

• CA/PA - Technical IS audit

oDigital security audits

oAnalysis of system data

oCertified pen tester

• International capacity building

• Financial IS audit



Agenda

• Information security audits

oPlanning

oAudit Evidence

oGoal and Objectives

o Technical Security Controls

oPenetration Testing



What is information security?

• Ensuring that information in all forms:

o is not disclosed to unauthorized parties 
(confidentiality)

o is not altered (un)intentionally by unauthorized 
parties (integrity)

o is available when needed (availability)

• Information security, digital security, cyber security, and 
IT security

oDifferent perspectives – largely the same thing



Planning

• The goal of the audit provides the framework for the 
investigation

• The goal is broken down into questions that the audit must 
answer

• Audit criteria are the basis and the benchmark for the audit 
questions and the goal

• Methods must provide sufficient and appropriate audit 
evidence to answer the audit questions and the goal based on 
the factual basis



• Document analysis (e.g. ISMS, policies/procedures, risk assessments, system documentation)

• Interviews and questionnaires (a sample of employees, e.g. Management, IT Management and end 
users)

• Data analysis (e.g. extraction of information/system data benchmarked to best practice)

• Penetration testing (use methods from ethical hacking to verify security posture)

Combined approach

Sufficient, appropriate audit evidence



• Different methods provide different contributions to the audit report
o Triangulation – use different methods or data sources to answer each audit question

• Transformation towards more data analysis and penetration testing
o Stronger and more reliable audit evidence

o Point to concrete consequences of vulnerabilities and what should be improved

o Easier to understand risks when you see how weaknesses are exploited

o Both overall security posture and specific weaknesses

Combined approach

Sufficient, appropriate audit evidence



The evolution of info sec audits at OAGN 

• Through interviews and document analysis, audit how instructions from 
Parliament are carried out and how the Ministry manages and follows up 
underlying entities. 

The Ministry’s Oversight

• Through interviews and analysis of management documents ISMS, risk 
assessments, reporting etc., audit how an entity manages and follows up 
its own information security.

Information Security 
Management

• Through interviews and analysis of procedures and documentation, audit 
whether security measures are implemented and executed as intended. 

Implemented Security 
Measures

• Through data analysis of extracted technical information and automated 
procedures, audit whether security controls work as intended. Effect of Security Measures

• Through techniques for simulating attacks, audit whether there is a 
possibility of overriding security controls and succeed with a data breach.Security in depth



Goal and objectives - example

The objective of the audit is to assess how research institutions under the 
Ministry of Education and Research ensure that research data is protected against 
cyberattacks, and how the Ministry fulfils its overarching responsibility for 
information security in the sector.

The objective is examined through the following audit questions:

1. Do the institutions ensure that research data is sufficiently secured against 
cyberattacks?

2. Have the boards and management of the institutions implemented a 
systematic methodology for the continuous improvement of information 
security?

3. Has the Ministry of Higher Education and Research assumed its responsibility 
for information security in the sector by sufficient oversight?



1. Have the entities ensured that research data is secured against cyber-attacks?

a. Would an attacker be able to steal, manipulate or delete high value research 
data using publicly known techniques and standard tools?

b. Are technical security measures implemented to prevent and detect such 
attacks according to best practices?

c. Are organisational security measures implemented to protect research data 
according to best practices?

Break-down of Question 1

Audit Objectives – example



• Active Directory - csvde and GPOs

• Clients and servers - Log level, Patch level, Local admins, type and versions of software installed

• Cloud data, Entra ID

• Databases – users, log parameters, configuration

• Network security (network zones, firewalls, monitoring and surveillance) – OSINT and pen test

Data extraction and analysis

1.b Technical security controls



1.a penetration testing



• Identify open ports/services on live hosts, 
in the kali terminal:

o nmap 10.10.10.0/24 -T4 -n

• To send the scan results to file, use -oA
and select a file name: 

o nmap 10.10.10.0/24 -oA open_ports

nmap port scan

Step 1: Gain an overview of services/open ports



• Scan the IP with port 80 open:

nmap vulnerability scan

Step 1: Scan and identify open ports and services



• Inspect port 80 by opening a web browser and navigate to the IP address

port 80

Step 1: Enumeration - http



• Copy the names and create a text file with the nano
command

• Paste the names into the file and save

• Verify that the list of names is complete with the cat
command

port 80

Step 1: Enumeration - http



• If you have access to the network but no credentials, there are still different 
techniques of finding useful information or capturing credentials 

i. Inspect services/ports that allow for anonymous/guest access

o file shares (port 139/445/2049) that allow for anonymous access

o internal web sites (port 80/443/8000/8080/8433)

oother open ports, ftp, telnet, databases etc

ii. Find username/password by password spraying with netexec

iii. Setting up a fake DNS server (mitm6)

iv. Capture username/network hashes with responder

v. Relay attacks 

Gain initial access
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Gain initial access

ii. Find username and password by password spraying with netexec

• Password spraying is an attack where you try one password against multiple accounts to obtain 
valid credentials. 

• If you already know the password requirements (information gathering phase), it is easier to guess 
possible passwords. 

• If you know the password settings for account lockout, and lockout duration, it is easier to stay 
undetected 

• You need a list of users to test  

• and one domain computer with port 445 open

netexec: password spraying
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Gain initial access

ii. Find username and password by password spraying with netexec

• Run netexec in the Kali terminal: 

o netexec smb [IP address] -u [file_containing_usernames].txt -p [password] --continue-on-success 

o --continue-on-success = don’t stop after one valid password, test all users

o The result

o [-] purple, user doesn’t exist

o [-] red = user correct, but password wrong

o [+] green = user correct, and password correct, but low privilege user (sometimes wrong!)

o [+] green = user correct, and password correct, if “Pwn3d!”, then admin ☺

netexec: password spraying
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• Find passwords to try, like Summer2025, Summer2025!

• Pwdspray against the DC fails because it is a server 2025 with smb 3.1.1 

• But there are other machines in the domain with older OS, like the Windows 10 client

• No success on the first attempt

netexec: password spraying

Step 2: Password spray



• The second attempt yields results, and we now have a valid set of credentials

netexec: password spraying

Step 2: Password spray



Step 2: Spray credential to all computers

• Is ErlingH admin on any computer?

onetexec smb 10.10.10.0/24 -u ErlingH -p Summer2015!



• If you manage to obtain credentials, several techniques and tools are available for 
further movement or access to information: 

i. Extract password hashes of service accounts - kerberosting

ii. Extract password hashes from users that has property do not require 
Kerberos pre-authentication - AS-REP Roasting 

iii. Test for known vulnerabilities

iv. Extract and analyse data from Active directory – Bloodhound

Lateral movement & Privilege escalation
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i. Extract password hashes of service accounts 

• Kerberoasting is a type of attack in which an 
attacker extracts Kerberos tickets from the 
targeted Active Directory environment and 
attempts to crack the passwords of user accounts 
that are using Kerberos authentication. 

• The attacker targets user accounts that have 
Service Principal Names (SPNs) associated with 
them, such as user accounts that are used to run 
services on servers. 

• All users in a domain can request the encrypted 
Kerberos tickets.

Kerberoasting

Lateral movement & Privilege escalation



i. Extract password hashes of service accounts 

• First, identify potential accounts - in Kali terminal run: 
o impacket-GetUserSPNs -dc-ip [IP addr of DC] [domain 

name]/[username]:‘[password]’

• The output shows: 
o accounts that can be targeted 
o groups the accounts are members of
owhen the password was last changed

• Second, capture the hashes - in Kali terminal run: 
o impacket-GetUserSPNs -dc-ip [IP addr of DC] [domain 

name]/[username]:‘[password]’ –request –outputfile [name the file].txt

• A text file containing the hashes is created

Kerberoasting procedure

Lateral movement & Privilege escalation
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• We start the kerberosting attack by identifying possible targets

• The result yields two service accounts 

• Let’s extract the hashes

Impacket-GetUserSPNs

Step 3: Kerberoasting



• Run the command for extracting the hashes for the service accounts

Impacket-GetUserSPNs

Step 3: Kerberoasting

• Check that the generated 
file contains the hashes for 
the service accounts



• Dictionary attack
oUsing a tool to automate the attack against one or more user 

accounts with a list of potential passwords, often compiled from 
breaches

• Brute force
oUsing a tool to automate the attack against user accounts by 

trying all possible combinations for a password
 

Password cracking

Lateral movement & Privilege escalation
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i. Extract password hashes of service accounts 

• Crack the hash with hashcat - in the Kali terminal: 

ohashcat -m 13100 [filename].txt [dictionary].txt --force
ohashcat -m 13100 [filename].txt –show

hashcat syntax

Lateral movement & Privilege escalation
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• We will now attempt to crack the hashes with hashcat and the 
rockyou dictionary

hashcat

Step 4: Password cracking
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• The result is in the output when running hashcat or use the 
command shown below

hashcat

Step 4: Password cracking
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• Using the command below, test whether it is a valid account by 
attempting to get a shell on the server:

impacket-smbexec

Step 5: Proof of Concept
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• We now have system access on the DC ☺



Summary Attack Vector – thank you for your service!

Open port 80Nmap

• ErlingH -

• Summer2025! 

• BukayoS

• SigneG

• SamK

Password 
spraying

• 2 service 
accounts

• 1 is DA
Kerberoasting

• U: sql_srv03

• P: 
Gunners2004

• U: backup_srv

• P: 
Password123

Password 
cracking

Domain adminPoC

2.1 Web server found 

in scan. Navigated to 

IP in browser. Found  

usernames.

2.2 Created a list of 

usernames. Selected 

passwords for 

testing. Password 

spray yielded 1 valid, 

non-admin account.

2.3 Used this account 

for kerberoasting

attack. Extracted the 

hashes of 2 service 

account.

2.4 Cracked the 

passwords of the 

service accounts. 

Obtained domain 

admin access.

2. Scanning and 

Enumeration

3. Gain Access

a. Initial Access              b. Lateral Movement & Privilege Escalation

2.5 the domain 

admin access gave 

us a shell on the 

Domain Controller.

Win ☺



Thank you for your attention!

Any questions?
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