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How does AI 

affect this?

Source: https://www.visualcapitalist.com/sp/visualized-all-of-the-worlds-data/



Where does this data come from?

Source: https://www.hinrichfoundation.com/research/infographics/age-of-data



From where 

does AI draw 

its data?

Source: https://www.visualcapitalist.com/ranked-the-most-cited-websites-by-ai-models/



Why is this 

problematic?

Source: https://www.reddit.com/r/ChatGPT/comments/1lkefcz/chatgpt_tried_to_kill_me_today/



But why is this 

really 

problematic?

Source: https://www.pcmag.com/explainers/these-20-apps-are-watching-you#



But why is this 

really 

problematic?

Vir: https://sustainabletechpartner.com/topics/ai/generative-ai-lawsuit-timeline/



AI and 

copyright protection



What are copyrights?



Source: https://wrk3.substack.com/p/what-new-ai-operating-systems-mean

input data

output data

What can go wrong?



Who is considered the author?

a) Picasso
b) AI
c) AI deployer
d) AI provider

Source: https://www.independent.com/2023/01/19/uc-santa-barbara-doctoral-students-build-neural-network-to-paint-like-picasso/

Is it even a work 
of authorship?



Source: https://wrk3.substack.com/p/what-new-ai-operating-systems-mean

input data

output data

copyright 
violation 

responsibility

protection of the 
copyright 
holders

What can go wrong?



Have I Been Trained

Source: https://arstechnica.com/information-technology/2022/09/have-ai-image-generators-assimilated-your-art-new-tool-lets-you-check/



EU to the rescue

AI Act
Copyright 

Directive



AI Act

• Copyright 

protection 

policy

• Summary of 

training content

input data

• Made by AI 

output data



Summary of training content

Source: https://digital-strategy.ec.europa.eu/en/library/explanatory-notice-and-template-public-summary-training-content-general-purpose-ai-models



Copyright directive

input data

Source: https://medium.com/@CADS.ai/making-decisions-with-data-the-importance-of-data-preparation-d07ee9c12768



Copyright vs database right

When is it

database right?copyright?

database

If it is an original 

collection and it 

reflects the author’s 

creativity.

If sufficient effort 

(substantial investment) 

has been put into the 

collection.



What to check in an audit?

• Were copyright laws respected during the training of AI systems – were 

consents, licenses, and applicable exceptions obtained?

• Does the AI system provider ensure traceability of the data used (does 

it document the legality of the data used for AI training)?

• Does the user of the AI system have a system in place to ensure that 

the output content complies with copyright laws?

• Has the provider of the GPAI model adopted a copyright protection 

policy and does it provide a detailed summary of the content used for 

AI training?

• Is it clear which content is a work of authorship and which is AI-

generated?

• In the case of text and data mining, was it verified whether the author 

exercised the opt-out right and whether such content was excluded?

• Does the content-sharing service provider have a system that allows 

authors to request the removal of their unlawfully published work?



AI and 

personal data 

protection



ADVERTISERS

SOCIAL NETWORKS, 
PLATFORMS, IoT, APPs… 

• Data Analytics

• Extrapolation Algorithms

• Recommendation Systems

• Ad-tracking Tools
BI, credit scores…

Political propaganda

social manipulation

DARK WEB

DATA BROKERS

heckers

organized
crime

Others

Manipulative advertising practices

psychopaths
USERS

„contract“

The Data Buissnes



DATA SOURCING

DATA MINING

PROFILING





Basic GDPR 

principles

 lawfulness

 fairness and
transparency

 purpose limitation

 data minimization

 accuracy

 storage limitation

 integrity and
confidentiality



Lawfulness of processing:

a) consent,

b) performance of a contract,

c) compliance with a legal obligation,

d) to protect the vital interests of data 

subject,

e) public interest,

f) the purposes of the legitimate 

interests.



Informed consent

 former clients

 web sources

 right to withdraw

 bias



Lawfulness of processing:

a) consent,

b) performance of a contract,

c) compliance with a legal obligation,

d) to protect the vital interests of data 

subject,

e) public interest,

f) the purposes of the legitimate 

interests.



f) processing is necessary

/../ for the purposes of 

the legitimate interests… 

/…/except where such 

interests are overridden by 

the interests or 

fundamental rights and 

freedoms of the data 

subject….



Vir: Reuters in VRI Nizozemske. 



EU case-law:

 the right to information,

 understandable, 

 enable verification.

→ Deep- learning, neural networks?

Transparency and explainability

30



 Right to erasure

 Storage limitation

 Accuracy

Ex-post data modification

31
Vir: https://www.bbc.com/news/articles/c0kgydkr516o



Anonymization? 

Vir: University of Toronto https://share.google/gjfSIQ7oz8bOofATJ



Before we part… 

33



AI may be artificial –

but the rights it affects are real.

Thank you for joining us!
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