
IT
 a

u
d

its
 fo

r a
 p

o
s

itiv
e

 d
ig

ita
l fu

tu
re

Comprehensive 

auditing
Challenges integrating IT into 

„regular“ audits
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Today, audits must address IT and D³

AI

IT

Data Management

Data Analytics

Digitisation

(AI)D³ ?

Cyber Security
◼ Digitisation 

changes basic 

conditions of 

audits

◼ IT and data is now 

everywhere

◼ Adapt audit 

approaches and 

expand auditor 

skills to cope with 

omnipresent 

digitisation

New skill 

profile

S
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Success factors for regular audits with IT & D³

HRM

• Provision of IT and (AI)D³ generalists

• Provision of IT and (AI)D³ specialists

• Temporary provision of specific types of specialists

• Provision of IT and (AI)D³ auditors with domain knowledge

• Use of multiple sourcing strategies

• Providing specialised IT and (AI)D³ education for auditors

• Adapting management culture to cope with IT and (AI)D³ experts

Technology

• Disclose impact of technology change on digitisation of business 
processes

• Awareness of fast pace of the IT and D³ market development

• Examine dependencies of authorities from suppliers

• Lay out a strategy on how to handle the large range of highly 
complex products found in audits

• Visualise the multiple technical layers of the infrastructure

• Provide case dependent highly specialised experts for audits

Interdisciplinary

• Dissolve boundaries between audits of IT, D³ and business

• Focus on both IT and D³ as well as on business related issues

• Encourage cooperation of IT, D³ and domain experts

• Teach IT and D³ specialists domain knowledge

• Teach domain experts IT and D³ knowledge

• Form joint audits to gain expertise and experience in cross 
domain cooperation

Auditee

• Organisation of SAI able to handle different federal authorities

• Take precautions for the auditees lack of personnel with the 
required knowledge to explain facts and figures to auditor

• Examine status, pace, means and objectives of an authority’s 
digitisation

• Provide several audit approaches to match authority’s situation

• Inform about dependencies between subject-specific business 
processes, IT infrastructure, IT systems, IT security etc.

Communication

• Close language gap between domain and IT / D³ experts

• Intensive communication on objectives, means and ends, shared 
interests etc. before starting joint audits 

• Form an expert network to share knowledge and experience

• Define standards and guidelines for IT / AID³ audits

• Establish a central entity to manage standards, guidelines and 
information on IT / AID³ and declare which one to use.

• Ensure knowledge transfer from temporary experts
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IT & D³ Audit

Comprehensive Audit

◼ The German SAI regularly 

follows a comprehensive 

approach to audit work.

◼ The auditors combine 

aspects of financial, 

compliance and 

performance audits.

◼ All audit information is used 

in such a way that a holistic 

assessment is possible. 

◼ That way, all three types of 

audits supplement each 

other. 

◼ Due to digitisation IT is a 

subject of most audits.

Com-
prehensive

Audit

Financial 
audit

Com-
pliance
audit

Per-
formance

audit
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Four forms of IT audits in the realm of 

civil and military administration

H
o
lis

ti
c
 I

T
 a

u
d
it
s • Com-

prehensive
audits related 
to IT, IT 
security and 
major 
digitisation 
projects

• Enterprise 
governance of 
Information 
and 
technology of 
an authority or 
an 
administration

S
p
e

c
ia

lis
e
d
 I

T
 a

u
d
it
s • Use of a 

specific 
technology

• IT and cyber 
security

• Software 
development

• IT project 
management

IT
 s

y
s
te

m
 a

u
d
it
s • for payment 

and 
accounting 
systems

• concerning 
regulatory and 
IT security 
issues

A
u
d

it
s
 o

f 
IT

 a
s
p

e
c
ts

 a
s
 p

a
rt

 o
f • subject, 

business 
domain or 
authority 
related com-
prehensive
audits or 

• for audits of 
the budgetary 
and economic 
management 
of authorities

IT audit in the German SAI
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Audit process

Annual 
audit plan

Audit 
preparation

Audit 
conception

Audit
Audit 
report

Audit 
lessons

learnt

Audit divisions 

inform each other 

about their risk 

oriented audit plans 

and coordinate 

them

Among other 

aspects, the audit 

units identify 

whether IT related 

questions are 

relevant for the 

audit project

The audit unit 

describes 

objectives and 

subjects to be 

audited as well as 

dependencies 

between audit 

projects. It analyses 

and defines in what 

way it has to 

examine IT.

Audit unit conducts 

the audit using the 

predefined 

procedures, tools 

and measures. For 

IT, it uses the IT 

audit manual which 

consists of 

numerous audit 

scripts.

Audit unit writes 

down the audit 

findings and 

reconciles findings 

with other audit 

units which may 

concern them 

because they touch 

their responsibility

Audit results are 

examined 

concerning findings 

which are of 

general importance 

and can be used as 

role model for 

further audits

Intervention points for 

IT or AID³ related audit aspects
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Distribution of responsibilities

Four specialised IT audit units:

IV 4: IT in the DoD

I 6: IT systems audits for payment and accounting

VII 3: cross-government digitisation and IT consolidation

VII 4: IT and cyber security, general aspects of IT

All audit units are responsible for 

auditing aspects of IT as part of their

topic or authority related audits

Some audit units have their own 

IT experts.



IT
 a

u
d

its
 fo

r a
 p

o
s

itiv
e

 d
ig

ita
l fu

tu
re

Role of VII 3/4 w.r.t. all IT or AID³ audits

Collecting 
audit 

measures

International 
standards

Minimum 
standards 

Regulations for 
AID³, IT and IT 

security

Defining

IT / AID³ audit 
procedures

IT / AID³ audit 
standards

guiding 
principles

Examining 
audit 

concepts with 
regard to

AID³, IT and IT 
security related 

aspects and 
audit objectives

overlap with 
previous IT / 
AID³ audit 
projects

comparable 
IT / AID³ audit 
approaches

Our goals

ensuring a 
uniform AID³, IT 
audit procedure 

and audit 
standards 

across audit 
units

offering help 
and advice to all 

non-IT audit 
units
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Role of VII 3/4 w.r.t. all IT or AID³ audits

Examination or quality 
assurance of IT, IT 

security or AID³ related 
findings, valuations and 

recommendations of 
audit reports of other 

audit units

• Uniform application of IT and 
AID³ auditing standards

• Consistency of 
recommendations where audit 
findings are the same

• Central collection of facts, 
valuations and 
recommendations for future 
audits

Offering 
support and 

advice to non-
IT audit units 
during IT or 
AID³ audits

Joint audits with 
non-IT audit 

units

Guiding principles
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Governance of information and technology

• EGIT is concerned with value delivery (economic value 
added) from digital transformation and the mitigation of risk 
that results from digital transformation

• no silver bullet (or ideal way) to design, implement and 
maintain effective EGIT within an authority

Enterprise governance of information and 
technology (EGIT) → COBIT 2019

• Building a generic model for EGIT in authorities based on the  
COBIT 2019 framework

• Using the same language, terms and definitions

• Designing a set of KPIs for measurement and evaluation

• The generic model must be adapted to each auditee

Our goal: Creating a common understanding of 
both IT and non-IT units on the basis of EGIT
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